MAMSITKA §
JUIS OBYYAIOINUXCSl OB MHPOPMAIIMOHHOM BE30IACHOCTH
JNETEN

HEJIb34

1. BceM mozipsii coo0IaTh CBOKO YacTHYIO MHGOpMAIUIO (HACTOSIIHE UM, (PaMUIIHIO, TeJIe(OH,
ajipec, HOMeEp IIKOJIbI, a TaKke (hoTorpaduu CBOH, CBOCH CEMbU U Ipy3eii);

2. OTKpbIBaTh BIOXKEHHBIE (hailiibl 37IEKTPOHHON MOYTHI, KOI'JIa HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuts, npuanparthcsi, OKa3bIBaTh AaBJICHHE — BECTU ce0sl HEBEKIMBO M arpPECCUBHO;

4. He pacniopspkaiics JeHbraMu TBOCH CeMbH 0€3 pa3peleHns CTapIIuX - BCEra CIpalInBai
poauTeneit;

5. He BcTpeuaiics ¢ UHTepHET-3HAKOMBIME B pEaJIbHOM JKU3HH - TIOCOBETYHCS CO B3POCIIBIM,
KOTOpPOMY JI0BEpSIEILIb.

OCTOPOXHO

1. He Bce numryt npasay. Yutaemns o cebe HerpaBay B HTepHeTe — coo011u 00 3TOM CBOUM
POAMTEIISM WA OTIEKYHAM;

2. [IpurnamaroT nepenuchBaThCs, UTPATh, 0OOMEHUBATHLCS - POBEPD, HET JIU MOBOXA;
3. HezakonHoe konupoBanue ¢aiiinoB B UHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIBIM O TIpoOJieMaxX B CETH - OHU BCETja OMOTYT;

5. Ucnonp3yil HacTpolKK 0€301aCHOCTU M MPUBATHOCTH, YTOOBI HE MTOTEPSATH CBOM aKKAyHTHI B
COLICETSAX U IPYI'HX NOpTalax.

MOXHO

1. VBaxail Ipyrux noJjib30BaTelIei;

2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;
3. OTKpBIBaii TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maThcs 3a TOMOIIBIO B3POCIIBIM - POJAUTEINN, OTICKYHBI M a]MUHUCTpAIUs CAHTOB BCeTaa
IIOMOT'YT;

5. Ilpoitnn o6yuenune Ha caiite «CeTeBUUOK)» M MOTYUH MacIopT MU POBOro rpakIaHuHA!

[Tucemo MunoGprayku Poccun ot 14.05.2018 Ne 08-1184
O HanpaBieHnr HHQOPMALTUH

© Marepuan u3z CrnpaBoyHoii cuctemsl «OOpa3oBaHHE».
[MoxpoOHee: http://vip.lobraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0
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NHO®OPMALIMOHHASA ITAMATKA JUIAA OBYYAIOLHINUXCA

C KaKIAbIM I'OJJOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCSA 6OJ'IBH_I€, a IMKOJIbHUKU OJHHU U3 CaMBbIX
aKTHBHBIX IOJIb30BaTenei Pynera. Mexay TeM, MOMUMO OTPOMHOTO KOJIMYECTBA
BO3MO>KHOCTEM, MHTEPHET HECET U IIPOOJIEMBI. DTa NaMATKa JODKHA TOMOYb TeOe 6e3011acHO
HAaXOJUTHCS B CETH.

KoMnbrorepHblie BUPYCBI

KoMIbroTepHsblii BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTrpaMM, OTINYUTEIIBHOU
0COOEHHOCTBIO KOTOPOH sABJIsIETCSA CLIOCOOHOCTh K pa3MHOKEHHIO. B ononHeHue K aTomy,
BHUPYChI MOT'YT IIOBPEAUTH UJIU MOJTHOCTHIO YHUUYTOKUTH BCE (pailiibl U JaHHbIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3amyllieHa 3apaxEéHHas IporpaMmma,
a TaKk)Ke MOBPEIUTh WIH AaKe YHHUTOXKHUTH OTIEPAIIMOHHYIO CUCTEMY CO BceMH (paiimamu B
nesnoM. B GonbIMHCTBE cityyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MGTOZIBI 3alIUTBI OT BPCAOHOCHBIX ITPOTrpaMMm:

1. Ucnonb3yii COBpeMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHD 3aLUThHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. IlocTossHHO ycTaHaB/IMBai MayTH (LIUQPPOBBIE 3aIJIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCA € LEJIbIO TIOPAOTKU IPOrpaMMBbl) U Ipyriue OOHOBJIEHUS CBOEH ONEpalluOHHON
cucreMbl. CkauMBaii UX TOJBKO ¢ ouimanbHoro caiira pazpadorunka OC. Eciu cymectByer
pEeXUM aBTOMaTHYECKOro OOHOBJIEHHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMIIBOTEPE MO ITpaBaMU IOJIb30BATCIIA, 4 HC A AMUHUCTPATOPA. 910 HE
ITO3BOJIMT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATLCSA HA TBOEM IIEPCOHATIBHOM

KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPaMMHBIE MTPOIYKThI U3BECTHBIX MTPOU3BOUTENECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcrionb3yil BHELIHUE HOCUTENU UH(OpMAIINH, TaKHe KakK (ielka, TucK win ¢aitn u3
MHTEPHETA, TOJIBKO U3 MPO(PEPEHHBIX HICTOYHUKOB;

7. He oTKphIBail KOMIIbIOTEpHBIE (hailiibl, TOTyYEeHHBIE U3 HEHAAEKHBIX UCTOYHHUKOB. [laxke Te
(aiinel, KOTOpbIE MPUCIaT TBOIM 3HAKOMBIN. JIyyllle yTOUHH y HETO, OTHPABJISUI JIU OH TeOe UX.

Ceru WI-FI
Wi-Fi - 510 He BHJI Tlepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIb Opena, mapka. Eme B 1991

roJly HUJepiaHacKas koMmanus 3apeructpuponaina opern « WECAy, uto 0603Hagano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTHY.



Jlo Hamrero BpeMeHH JI0IUIa apyras abbpeBuarypa, KoTopas sSBISETCS TaAKOH K€ TEXHOJIOTHEH.
Oto ab6peBuarypa «Wi-Fi». Takoe Ha3BaHUE OBUIO JaHO C HAMEKOM Ha CTaHJapT BHICIINN
3ByKoBO#l TexHuku Hi-Fi, uTo B mepeBojie 03Ha4aeT «BbICOKASI TOYHOCTHY.

Jla, OecruiaTHBIM HHTEPHET-AO0CTYII B Kade, OTEIAX M adpPOIopTax SIBIISIETCS OTIUIHON
BO3MO>KHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE 3KCIIePThI CYUTAIOT, YTO 00IIe10CTymHbIe Wi-
Fi cetu He sgBnArOTCS 0€30IIaCHBIMU.

CogeTsbl 10 60e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoto muuHyto nHpopMaluio yepes odmenoctymubie Wi-Fi cetu. Paboras B
HHX, )KeJIaTeIbHO He BBOIUTD MAPOJIH JOCTYIIA, JOTUHBI M KaKHE-TO HOMEPA,;

2. Ucnionw3yii 1 0OHOBIISIH aHTUBUPYCHBIC POTPAMMBI M OpaHaMayep. TeM caMbIM ThI
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOHUCTBO;

3. Ilpu ucnionszoBannu Wi-Fi otkimoun ¢pynknuio «O0muit 1octym K (aidinaM u IpuHTEpaM».
JlanHast pyHKIUS 3aKpBITa IO YMOJTYAHHIO, OJJHAKO HEKOTOPHIE MOJIb30BATENIN AKTUBUPYIOT €€
ISl y10OCTBa MCIIOJIb30BaHUs B paboTe Ui y4ueoe;

4. He ucnonssyit myonuunsiii WI-FI nns nepegaun AMuHbIX JaHHBIX, HAIPUMEP IS BBIXOJIA B
COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Mnomne3yit Tonbko 3amuiieHHoe coequaenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

6. B MmoOunsHOM Tenedone otkimoun ¢pyukiuio «lloakmouenne k Wi-Fi aBromatuuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

ConuanbHble CETH

CoruanbHbIe CeTH aKTUBHO BXOJST B HAIy KU3Hb, MHOTHE JIFOJIU pabOTaIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Muiinap/i 4ejoBeK, U4To SIBJISIETCS OJHOM
CeIbMOM BCeX JKUTeNel Tu1aHeThl. MHOTHE TOJIh30BaTeNd HE TOHUMAIOT, YTO HH(OopMaIus,
pa3MelIeHHass UMY B COIIMAIBHBIX CETSAX, MOXKET ObITh Hali/IeHa U UCIIOJIb30BaHa K€M YTOJHO, B
TOM YHUCIIE HE 0053aTebHO ¢ OIaTIMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 110 O€30ITaCHOCTH B COMaJIBHBIX CCTAX:

1. Orpanuyb crucok Apy3ei. Y Te0st B Ipy3bsiX HE TOJKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amMiail cBoro YacTHYIO ku3Hb. He yka3piBail mapoiu, TesnedoHsbl, aapeca, 1aTy TBOETO
POXKICHUS U JPYTYIO JIMYHYIO HHPOpPMAIHIO. 3710yMBIIUIEHHUKA MOTYT HCIIOJIb30BATh JaXe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE POBECTU KaHUKYJIBI;

3. 3amuiiaii CBOIO peryTalHtIo - Iep>KU €€ B UUCTOTE U 3aaBaii cebe BOpoc: XoTel Obl ThI,
YTOOBI JpyTHe MOJIb30BaTENH BUIEIH, YTO ThI 3arpyxaeis? [Toxymaii, mpexae yeM 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecnu Thl TOBOPHUIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIb, HE HCIIOJIb3YH CBOE pEalbHOE UMS U
JIPYTYIO JTHYHYIO HHPOPMAIUH: UM, MECTO KUTEIIbCTBA, MECTO y4eObl U MpoUee;



5. N36eraii pazmemenus Gororpaduii B TaTepHeTe, r/1e Thl N300pa)keH Ha MECTHOCTH, 110
KOTOPOU MO>KHO OIPEICTUTHh TBOE MECTOOIOKEHNUE;

6. [Ipu perucrpaiuu B COIMAIBHON CETU HEOOXOAMMO UCITIOIB30BATh CIIOKHBIE TAPOJIHU,
cocrosimue u3 OykB ¥ IU(p U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Jlns counaabHOM CETH, MOYThI U JPYTUX CAMTOB HEOOXOIMMO UCIIOJIB30BaTh Pa3HbIE MapOJIH.
Torma ecnu T€0s1 B3IOMAIOT, TO 3JIOYMBIIIJICHHUKH TIOTyYaT JOCTYH TOIBKO K OJJHOMY MECTY, a
HE BO BCE CpPasy.

DIIEKTPOHHBIE JIEHbI U

DJEeKTPOHHBIE JICHBI'M — 3TO OYEHb YJOOHBIN CIIOCO0 IIaTeXel, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH JI€HBIH.

QHGKTpOHHHe JCHBI'U ITOABHUJIMCH COBCEM HCIAaBHO M UMCHHO H3-3a 3TOI'O BO MHOI'UX
rocyaapCTBax A0 CUX IMOP HEC NPOMNHCAHO ITPO HUX B 3aKOHAX.

B Poccum xe oHu CI)YHKI_[I/IOHI/Ip}/I-OT 1 O HUX YK€ IIPOIMUCAHO B 3aKOHC, I'/IC UX PA3ACIIII0OT HAa
HECKOJIBKO BHUJ0B - aHOHMMHBIC 1 HC aHOHUMHBIC. Pa3H1/1ua B TOM, YTO aHOHHUMHBIC - 3TO TC, B
KOTOPBIX Pa3p€IacTCA MMpOBOAUTL OIICpallun oe3 I/I,I[eHTI/I(bI/IKaI_[I/II/I I10JIB30BAaTClIA, 4 B
HCAaHOHMMHBIX I/II[eHTI/I(i)I/IKaIII/II/I IIOJIE30BaTEIs SIBJISICTCS 00I3aTCIILHOM.

Taxxke ciaenyeT pa3nuyarhb 31€KTPOHHbIE (PUAaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JIEKTPOHHBIE He(HUaTHbIE ACHBIHM (HE paBHBI TOCY1aPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C SJICKTPOHHBIMH JCHbBI'aMU:

1. ITpuBsiku K cueTy MOOUIIBHBIN Tene(oH. ITO caMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBHUTH JIOCTYI K cuety. [IpuBs3anHbli TeneoH MOMOXET, eciu 3a0yAelb CBOM
MJIATEKHBIN MMapOJIb WU 3aielIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit onHOpa3oBbie maposu. [locie mepexoa Ha YCUIIEHHYIO aBTOPHU3aIIUIO0 TeOe yKe
He Oy/IeT yrpoXaTh OMAaCHOCTh Kpa)XH UITU TMepexBarta MIaTeKHOTO MapoJis;

3. Beibepu cnosxHblil mapons. [IpectynHukam Oyner He MPOCTO YraaTh CIOKHBIA TapoJib.
Hanexubie maponu — 3T0 mapoiiv, KOTOpPhIE CoJIepKaT HE MEHEe 8 3HAKOB U BKIIFOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, TU(PHI U HECKOJIBLKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢dbyHTa, BOCKIHIIATeNbHBIN 3HaK U T.. Hanmpumep, StROng!;;

4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.

OneKTpOHHAas NOHTa

DNEKTPOHHAs OYTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJTYYEHUIO JIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACTIPENETSAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SIIUK BBITJISIIUT CIEIYIOIUM 00pa3oMm:
UMs_TIOJb30BaTeNsI(@uMs_oMeHa. Taxke KpoMme nepeaadu IpocToro TeKcTa, MMeeTcs

BO3MOKHOCTb IlepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ AIMEKTPOHHOU MTOUTOM:



1. Hamo BeIOpaTh paBUIIBHBIN MOYTOBBINA cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecCIUIaTHBIX MMOYTOBBIX CEPBHUCOB, OJTHAKO JIYUIIIE TOBEPSITh TEM, KOTO 3HACIIb U KTO TIEPBHII B
pEUTHHTE;

2. He yka3piBali B TMYHOM MTOYTE JUUHYIO MHGopManuio. Hampumep, mydie BEIOpaTh
«My3BIKaNbHBIN _(panaT@» wim «pok2013» Bmecto «remal3dy;

3. Mcnonp3yil IBYX3TallHYIO aBTOPU3ALMI0. JTO KOTAa IOMUMO [apOoJIsl HY’KHO BBOAUTH KO/,
npuchUIaeMbii 1o SMS;

4. Boibepu ciioxkHBIN Tapostb. I KaKI0ro MOYTOBOTO SIUKA JOKEH OBITh CBOM HAJCKHBIH,
YCTONYUBBIN K B3JIOMY MapOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCTIOIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX AIIUKOB. [IepBbIil 17151 YaCTHOW MEPENUCKU C aapecaTaMy,
KOTOPBIM ThI JOBEPSACIIL. DTO MIEKTPOHHBIN aIpeC HE HAJ0 UCIIOJIb30BaTh IIPU PETUCTPALIUU Ha

dopymax u caiitax;

7. He oTkpsbiBaii (aiinel v Apyrue BIOKEHHUS B MUCbMAaX Ja)Ke €CIIM OHU MPHIILIIH OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (haiiiibl,

8. ITocne okoHuaHMs pabOTHI HA TOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0yab HaXaTh Ha «BBIATHY.

KubepOyIIHT HITH BUPTYaJIbHOE U3IEBATEIBCTBO

KubepOynnuHr — npecieqoBaHue COOOIIEHUSIMU, COJIEPKAIlIMMHI OCKOPOJICHH S, arpECCHI0,
3aIyTMBaHKe; XyJIUTaHCTBO; COLMATbHOE OOMKOTUPOBAHUE C MTOMOIIBIO PA3IUYHBIX HHTEPHET-
CEpBHUCOB.

OcHoBHbIE COBETHI 110 O0pHOE ¢ KNOEPOYUTUHIOM:

1. He 6pocaiics B 00#t. Jlyummii cioco6: mocoBEeTOBATHCS Kak ce0st BECTH U, €CITU HET TOT0, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCs. ECiu Thl HaYHEIb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e1le OOJIbINe pa30XkiKellb KOH(IUKT;

2. YopaBnsii cBoel kubeppernyraiuei;

3. AHOHMMHOCTb B ceT MHUMasA. CyIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XynuraHckui oOpa3 BUpTyalibHOM ku3HU. IHTepHET puKcupyeT Bce TBOU
JIeMCTBUS M COXpaHAET UX. Y JaluTh UX OyIeT KpaifHe 3aTpyIHUTENIbHO;

5. Coluroaii CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii equHIYHbIN HeratuB. OTHOPa30Bble OCKOPOUTENbHbBIE COOOIICHUS TyYllle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpaaeTcs Ha Ha4yaaIbHOU CTaIuH;



7. ban arpeccopa. B nporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOINEHUH C OMPEICIICHHBIX apecOB;

8. Ecnu TBI cBUieTeNh KHOEpOyUIMHTa. TBOM IEHCTBUS: BEICTYIIUTH MPOTHB MPECIICI0BATEIIS,
10Ka3aTh €My, U4TO €ro JICHCTBHSI OIICHUBAIOTCSl HETATUBHO, MOJIIEPYKATh JKEPTBY, KOTOPOH
HY>)KHA TICUXOJIOTHYECKast TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B
CeTH.

MoOwibHbBIN TenehoH

CoBpemenHbIe cMapT(HOHBI U TUIAHIIETHI COAEPkKAT B ce0e BIOJTHE B3POCIBINA (DYHKITMOHAT, U
TENeph OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTEepaMu. OJHAKO, CPENICTB
3aIIUTHI JUTS TOJO0HBIX YCTPOMCTB MOKA O4eHb Mayio. TecTupoBaHUE U TIOUCK YSI3BUMOCTEH B
HUX TPOHMCXOJIUT HE TaK HMHTCHCUBHO, Kak jis [1K, To e camoe kacaercsi 1 MOOMIIBHBIX

IIPUIIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAIOTH, OJTHAKO
pacupeHue (yHKIMOHAJIa BIIeYeT 3a CO00H OOJIBIIYIO CIOKHOCTh U MEHBIYIO 3aLUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBHOTO TeJ'Ie(i)OHaZ

1. Huuero He saBiseTcs IMo-HaCTOAIIEMY OecCIUIaTHBIM. By,I[L OCTOPOIKCH, BEIb KOIr'la TeOe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBI KaKUC-TO IIJIATHBIC YCIIYTH,

2. ymaii, mpexie ueM oTnpaBuTh SMS, ¢oto nim Buaeo. Tel TOYHO 3HACIIB, I71€ OHU OYAYT B
KOHEYHOM HUTOre?

3. Heo0x01umMo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
4. Ucnionb3yit aHTUBUPYCHBIE TPOIPaMMBI JIJIs1 MOOMIIBHBIX TENE(POHOB;

5. He 3arpy:xail npujioKeHus: OT HEU3BECTHOIO UCTOYHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeUeHHE;

6. [Tocne Toro kKak Thl BBIWIEIIb C caiiTa, I71€ BBOAWI JUUHYI0 HHPOPMAIUIO, 32l B HACTPONUKH
Opaysepa u ynanu cookies;

7. HepI/IOI[I/ILICCKI/I HpOBCprﬁ KaKHC IJIATHBIC YCIIYTI'M aKTUBHUPOBAHBI HA TBOEM HOMCPCE,

8. JlaBaii cBOI1 HOMEp MOOHILHOTO TenedOHA TOJIBKO JFOASIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEPSIEIIIb;

9. Bluetooth momxkeH ObITH BBIKIIFOUEH, KOTA Thl UM HE TONb3yelibes. He 3a0pIBaii mHOT A
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPaCOYHbIE, 3aXBaTHIBAIOIINE PAa3BICUEHUS, 00bEIUHSIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. rpoku uccneayroT JaHHbIH UM MHp, OOIIAIOTCS IPYT C



JPYTOM, BBITTOJIHSIOT 33/1aHUS, CPAXKAIOTCS C MOHCTPAMHU U TIOJYyYalOT OMBIT. 3a YAOBOJIbCTBHE
OHH IIJIATSIT: MOKYMAIOT IUCK, OTUIAYMBAIOT A00HEMEHT WJIH MMPUOOPETAIOT KAKUE-TO OIIIUH.

Bce a1u cpeacTBa uayT Ha MOAIEpKaHUE U PA3BUTHE UTPHI, @ TAK)KE HAa caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCS] CUCTEMbI ABTOPU3ALIUH, BBITYCKAIOTCSI HOBbIE MATYH (LU(PPOBBIE 3aIIATKU

JUTSL IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OMacaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allun OONBIIMHCTBA Hrp.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu ipyroii urpok BeneT cedst MI0X0 WK co3aaeT Tede HePHUIATHOCTH, 3a0JI0KUpYH ero B
CIIMCKE UI'POKOB;

2. HO)K&J'IYIZCH AJIMUHHUCTPATOpAaM UI'PBI Ha IIJIOXO0C ITOBCACHHEC 3TOI'O UI'POKaA, KEJIATCIIbHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He ykasbiBail 1n4yHyt0 HHGOpMaLUIO B Ipodaiiie urpsl;
4. YBaxail Ipyrux y4acCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduIuanbHbIe TaTYU U MOBL;

6. Mcnonp3yil clioKHbIE U pa3Hble apoJy;

7. Jaxxe BO BpeMsI MTPBl HE CTOUT OTKIKOYaTh aHTUBUpPYC. [10Ka ThI Urpaenip, TBOM KOMIBIOTED
MOTYT 3apa3UTh.

DdumuHT UIn Kpa’xa JIMYHBIX JaHHBIX

OObIYHOM Kpakel IeHeT U IOKYMEHTOB CErOHs y’Ke HUKOTO He yUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKU IEPEMECTHIIMCH B UHTEPHET, U IIPOIOJIKAIOT
3aHUMATBCS WIHOOMMBIMY JIETIOM.

Tak nosiBIach HOBasi yrpo3a: UHTEPHET-MOLIEHHUYECTBA WX (DUIIUHT, TJIaBHAs 11eJ1b KOTOPOTro
COCTOUT B MOJIy4€HUH KOH(UACHIUAIBHBIX JaHHbBIX MOJIb30BaTeNel — JIOTHHOB U napoJjei. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing — peiOHas noBis, password —
apoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HYUITMHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. Eciiv ThI mo103peBaelb, 9To TBOSI aHKeTa Obliia B3JIOMaHa, TO
HE00X0/IMMO 3a0JIOKUPOBATh €€ U COOOILIUTh aIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOYKHO
cKopee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;

3. Ucnonw3yit ciioxHbIe U pa3HbIe apoiid. TakuM o0pa3om, eciau TeOs B3IIOMAIOT, TO
3II0YMBIIIJICHHUKHU TIOTy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;



4. Ecniu Te0s1 B3110MaIH, TO HEOOXOAMMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBIeHBI y TEOS B IPY3bSX, O TOM, YTO TEOs B3JIOMAaIH U, BO3MOXKHO, OT TBOET'O UMEHU Oy/eT
pacchUIaThCs CIaM U CCBHUIKH Ha (DUITUHTOBBIC CANTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOUITBEHBIN TenedoH;
6. OTKIIIOYHM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpsiBaii (ailsibl ¥ Apyrue BIOKEHUS B MUCbMaX Jake €CIIM OHH MPHIIUIA OT TBOUX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

[{udposas penyranus

[Tudposas penyTauus - 3T0 HEraTUBHAsI WM NO3UTUBHAS MH(OpPMAIHS B CETH O Tebe.
Komnpomerupyromas nHpopmMaius pa3MelieHHas B HHTEPHETE MOXKET CePbE3HBIM 00pa3oM
OTpa3uThcs Ha TBOEH peanbHOM ku3HU. «[{udpoas penyranus» - 3T0 TBOM UMUK, KOTOPBIN
dopMmupyercs u3 uHpopMauu o0 TeOe B UHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘Ie6bI, TBOC (1)I/IH8.HCOBO€ ITOJIOKCHUC, 0COOEHHOCTH XapakTepa u
pacCcKasbl O OJIM3KHUX - BCE 3TO HAKAINIMBACTCSA B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSATCS K TTYOJUKAIINH JTMYHOW HH(POPMAIIUH B
HuTepHeTe, He MOHMMas BO3MOXKHBIX MOCIEeACTBUM. ThI 1aXe He CMOKEIIb 10raJaThCsl O TOM,
9yto oTorpadusi, pazMelIeHHas 5 IeT Ha3zaj, cTajla MPUINHON 0TKa3a MPHUHATH TeOs Ha padoTy.

KommeHnTapuu, pazmenienie TBoux Gororpaduii u Apyrue qeicTBUS MOTYT HE HCUE3HYTD JaKe
[I0CJI€ TOTO, KaK Thl MX yJalulllb. Thl HE 3HaCIllb, KTO COXPaHUJI 3Ty HH(POPMALIKIO, TIoNalia JIu
OHA B [TIOMCKOBBIE CUCTEMBI M COXPAaHWJIACh JIU OHA, a [VIABHOE: YTO MOyMaoT 0 Tede
OKpY’Kalolllee JII0/I1, KOTOpble HAWAYT U YBUIAT 3T0. HailTu nHpOpMalnio MHOTO JIeT crycTs
CMOKeET JI000i1 - KaKk U3 100pbIX NOOYKACHH, TaK U C HAMEPEHUEM IIPUUYUHUTD Bpel. ITO
MOKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTauu:

1. [Toxymaii, mpex e ueM 4To-TO MyOJUKOBATh U MepeaBaTh y ceOst B 0JI0T€ UK B COITUATBHOM
CeTH;

2. B Hactpoiikax npo¢uis ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOQUIISL U €ro
COJEPKHUMOT0, CAEIAal €ro TONBKO « I APY3ei»;

3. He pa3smemaii u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOro-1100 OCKOPOISAThH WK
00MXKaTh.

ABTOpCKOE ITPaBO
CoBpeMeHHbIE IIIKOJIBHUKH- aKTUBHBIE MOJB30BaTeN 1U(ppoBoro mpoctpancTsa. OaHaKO
JIaJIeKo He BCE 3HAIOT, YTO MOJIb30BaHNE MHOIMMHU BO3MOXXHOCTSAMHU IIU(PPOBOro Mupa Tpedyer

coOr0IeHHsI TPaB HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIEKTYyalbHast COOCTBEHHOCTHY» OTHOCUTCS K Pa3InYHBIM TBOPEHUSM
YEJI0BEUYECKOr0 yMa, HauYWHasl ¢ HOBBIX N300pETEHUH U 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh



Ha MPOAYKTHI U YCIYTHU , U 3aKaH4YMBasi KHUTraMu, pororpadusiMu, KHHOQUIEMaMu 1
MY3BIKQIbHBIMU IPOU3BEICHUSMHU.

ABTOpCKHE IIpaBa - 3TO [IpaBa Ha NHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BRICTYNAOT B KAYECTBE FAPaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/IeT HAallpacHbIM, 1aCT €My CIIPaBeJIUBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOEro TPy/a, MOJYyYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro 6e3 paszpemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTE €0 MPOU3BEICHNE, PACTIPOCTPAHSTH,
yOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHPOBATh, IIYCKaTh B IIPOKAT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBATh/UCHIOIHATH B AHpe Wi pazmemiaTs B IHTepHeTe.

Hcnonb30BaHue «ITHPATCKOTO» MIPOrPAMMHOTO 00ECIIeYeHUsT MOXKET IPUBECTH K MHOTUM
pHCKaM: OT OTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO yCTPONCTBA, I'lle
YCTaHOBJICHHBIH HE JierajbHast mporpamma. He ctout Taxoke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTHU B CETH.

O noprane
CereBU4OK.p( - TBOM TJIABHBIN COBETYHK B CETU. 37IECh THl MOXKEIIb Y3HATh O O€30TTAaCHOCTH B
CETH TIOHSATHBIM M JOCTYITHBIM SI3bIKOM, & IIPH BO3HUKHOBEHUH KPUTUYECKON CUTYAIHH

00paTHTHCS 32 COBETOM. A TaKKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMBIM ITU(POBBIM
rpaxxjaHuHOM !

[Tucemo Muno6puayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnennu uadopmarmn”



